






atients are taking an 

increasingly active 

role in managing 

their own health-

care. This continues 

a trend that 65% of 

physicians believe is 

linked to better outcomes. In this environ-

ment, online communities are becoming 

a powerful tool for clinical research — 

even raising the interesting possibility 

of carrying out elements of clinical trials 

without involving physicians. 

This radical shift, where patients are 

becoming their own advocates rather 

than relying on their healthcare provider’s 

advice for managing their health, is largely 

the product of the Internet and the wide 

availability of medical information. The 

role of patient advocacy groups is also 

evolving, often focusing on driving tradi-

tional biopharma research to benefit their 

constituents, while individual patients are 

seeking practical guidance online to help 

manage their health. Online patient com-

munities, which may be sponsored by 

a variety of groups, provide many ben-

efits to patients, including connections 

with other people coping with similar 

conditions, advice on disease manage-

ment, and information about clinical tri-

als. These communities  — for example, 

MediGuard.org and ClinicalResearch.com 

— also have the potential to improve 

trials and accelerate patient recruitment 

by prescreening potential participants 

online and by allowing protocol feasibil-

ity and messaging to be tested directly 

with patients. 

During a trial, online tools, such as 

email communications providing disease 

updates and appointment reminders, can 

keep patients engaged with the study, 

help optimize participant retention, and 

may allow patients to have virtual visits 

(for example, submitting patient-reported 

outcomes, the contents of a patient diary, 

or progress on lifestyle changes). Virtual 

visits can reduce the burden of trial par-

ticipation for both patient and physician 

and can also reduce costs such as site 

monitoring and investigator grant fees. 

Once the trial is complete, creation of 

“alumni communities” can keep partici-

pants informed about the findings of the 

trial and may provide a pool of engaged 

and willing volunteers for future research.  

DIGITAL OBSERVATIONAL 

RESEARCH 

Much experience to date with patient 

communities has involved observational 

research. A recent study aimed to test 

the perception that patients who are 

highly engaged in their healthcare have 

better outcomes than those who are not 

engaged in their healthcare. The study 

needed 500 patients with a chronic ambu-

latory disease to fill out a patient-reported 

outcome questionnaire indicating their 

level of engagement and motivation 

to take care of their health. The par-

ticipants were recruited online through 

patient communities. As an indication of 

the promise of this approach, the first 

patient was recruited in six minutes, and 

all 500 were signed up within six busi-

ness days. To recruit this many patients 

through the traditional physician-based 

approach would have taken months.

As part of the study, all participants 

were asked to give informed consent 

and were asked to fill out an online 

psychodemographic survey, which seg-

mented them by behavioral character-

istics related to control, emotion, and 

agency/action. With permission from 

these patients, the researchers then 

examined the patients’ medical records 

(MR). The actual medical outcomes for 

each patient were compared with the 

segmentation results of survey, allow-

ing researchers to determine whether 

there was a correlation between the MR 

and the patient-reported outcome (PRO). 

Although concerns exist regarding the 

validity of self-reported diagnosis, this 

pilot showed that nearly all data collected 

by physicians confirmed the data pro-

vided by the patients, with those who are 

highly engaged in their healthcare record-

ing the most positive outcomes. The study 

broadly validated PRO instruments used 

to evaluate adherence to medications, 

treatment satisfaction, and other drivers 

of actively managing a patient’s health.

This interesting result illustrates the 

promise of obtaining data directly 

from patients and comparing this with 

the outcome recorded in their health 

record, requiring minimal involve-

ment from physicians. This approach 

has particular promise in postmarket-

ing surveillance of products that are 

taken over extended periods, such 

as products for diabetes or pain, and 

could come close to real-time clinical 

research. Alumni communities could 

be helpful in risk evaluation and mit-

igation strategies (REMS) programs 

required by the FDA, allowing immedi-

ate feedback from trial participants. If 

used in the appropriate setting, online 

communities may be a rapid and rela-

tively inexpensive source of essential 

data in the future. 
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he supply chain for 

active ingredients 

and drug products 

in the pharmaceu-

tical industry is 

becoming more 

complex as global-

ization in the world economy continues. 

Globalization provides benefits for cost-

effective solutions, enhanced security, 

and stability for the supply chain. On the 

other hand, companies therefore need a 

more sophisticated approach to manage 

their global supply chain. After all, suppli-

ers in individual countries operate under 

their own regulatory, environmental, and 

cultural norms and requirements. 

KEY INFO ABOUT THE FDASIA

As part of the U.S. effort to modernize 

regulation for the 21st century, the U.S. 

FDA Safety and Innovation Act (FDASIA) 

was enacted in July 2012. This act reau-

thorized/authorized user fees for various 

submissions to ensure that the FDA is ade-

quately funded for its mission. Another 

part of this act covers the supply chain.

First, the FDASIA introduced the “risk-

based inspection” concept for drug 

establishments, which shall be inspected 

according to known safety risks, based on 

risk factors such as:

a) compliance history of the 

establishment

b) the record, history, and nature of 

recalls linked to the establishment

c) the inherent risk of the drug 

manufactured, prepared, propagated, 

compounded, or processed at the 

establishment

d) the inspection frequency and history 

of the establishment

e) whether the establishment has been 

inspected by a foreign government.

Second, the FDASIA clarified the term 

cGMP (current good manufacturing prac-

tice), defined specifically to include “the 

implementation of oversight and con-

trols over the manufacture of drugs to 

ensure quality, including managing the 

risk of and establishing the safety of raw 

materials, materials used in the manu-

facturing of drugs, and finished drug 

products.’’

RISK-BASED MANAGEMENT OF 

THE GLOBALIZED SUPPLY CHAIN

Risk-based management of the supply 

chain is increasingly important consider-

ing the increased complexity of the glo-

balized supply chain and the FDA’s expec-

tation that market authorization sponsors 

manage the risk to and establish the safety 

of drugs — including all materials used in 

manufacturing. This is equally important 

for pharmaceutical companies or contract 

manufacturers.

Risk factors considered in the FDASIA 

provide a good basis for a company 

to establish a risk-based management 

program. This program should cover 

the life cycle of the supply chain — 

from selection, inspection, and quali-

fication to ongoing quality monitoring 

and requalification or disqualification 

as appropriate.

For this risk-based program, it is 

important to first research and evaluate 

a supplier’s history. This analysis should 

review the supplier’s registration and 

inspection history, including establish-

ment inspection reports, agency data-

bases for objectionable actions includ-

ing recalls, and product lists (espe-

cially for known sensitizers, sex hor-

mones, or animal-originated materials).

Second, it’s important to evaluate the 

inherent risk of a drug or interme-

diate manufactured, prepared, propa-

gated, compounded, or processed at the 

establishment. The inherent risk increases 

from GMP starting material, to GMP inter-

mediates, to GMP active pharmaceutical 

ingredients, to GMP oral drug products, 

and to GMP injectable drug products. 

The suppliers for each type of material 

or product shall be risk-assessed and 

managed as appropriate. For example, 

although a GMP starting-material sup-

plier may have less inherent risk in 

comparison to a GMP injectable-drug 

product supplier, the risk assessment 

is still important for such a supplier. 

Otherwise, a contaminated starting 

material could carry such risk all the 

way to the drug product. Often, start-

ing materials are supplied by a chemi-

cal or other company instead of a GMP 

establishment, and quality systems can 

sometimes be weak.

With a comprehensive risk assessment 

of multiple factors, companies should 

develop supplier qualification standard 

operating procedures. A supplier quali-

fication and inspection plan should also 

be evaluated periodically to reflect the 

dynamic nature of the globalized sup-

ply chain and industry best practices. 

The FDA clearly expects that market 

authorization sponsors shall be respon-

sible for the quality of the entire sup-

ply chain starting from raw materials. 

Establishing, following, and continu-

ously updating a risk-based assessment 

process is highly recommended.
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f your job is even remote-

ly related to the transport 

of your company’s phar-

maceutical or biologics 

products, you need to be 

familiar with the Supply 

Chain-Information Sharing 

and Analysis Center (SC-ISAC). That’s 

because this organization has been col-

lecting and analyzing cargo-theft data 

for industries just like yours since 2005. 

And don’t be naive — thieves are tar-

geting your products.

What you need to do is use the 

insights gleaned from the SC-ISAC’s 

data to better understand how cargo is 

targeted and then drive that awareness 

to your logistic providers. Having such 

a proactive, preventative approach to 

your supply-chain logistics is essen-

tial to avoiding the costly recovery 

fees associated with stolen product and 

equipment. 

WHAT TO KNOW 

REGARDING CARGO THEFT

One of the first valuable pieces of 

information to know about cargo theft 

is where it most commonly occurs. 

For instance, when we look at the past 

three years of the SC-ISAC Cargo Theft 

reports, we see that the top states for 

these thefts include California, Florida, 

Texas, New Jersey, and Georgia with 

Pennsylvania and Illinois occasionally 

entering the top five. When you dig 

a little deeper into the research, you 

find that the type of location involved 

in each particular theft includes truck 

stops, carrier facilities, lots, yards, and 

streets. And in almost every case at each 

location type, the thieves are waiting 

for the opportunity when the loaded 

vehicle is left unattended. 

It’s also beneficial for logistics profes-

sionals to know when cargo thefts are 

likely to happen. The SC-ISAC’s results 

continuously show that the majority 

of cargo crime occurs on weekends, 

especially on three-day weekends. If 

you add in Monday and Friday, statistics 

show about 70% of cargo crime hap-

pens during that part of the week.

Working with law enforcement, espe-

cially with the current cargo task forces 

and officers assigned to cargo crime 

investigations, we have come up with 

the following list of groups who target 

the industry:

1. organized cargo theft crews — full 

truckload

2. organized cargo theft crews — 

fraudulent pickup

3. opportunistic cargo thieves 

4. high-value warehouse burglary

5. truck-stop crime

Although there is some overlay in 

how the groups operate, these are the 

main organized and loosely organized 

groups who target freight in-transit.

 

KEY COMPONENTS

OF YOUR LOGISTICS/

TRANSPORTATION DEPARTMENT 

Knowing all of this information and 

recognizing that the pharma/bio prod-

ucts you distribute are a target of 

cargo thieves is just the first step. 

Next, you need to determine if your 

logistics providers or internal trans-

portation departments are aware of 

the risks and are organized to prevent 

— and if necessary — react. Some 

of the things you should consider 

include:

1. Do your transportation and 

logistics providers have a secu-

rity function, including a written 

security/recovery plan for in-tran-

sit and warehouse operations?

2. Do they have a dedicated security 

department or manager?

3. How do they select their carriers, 

and do they require their carriers 

to meet any minimum security/

insurance requirements?

4. If transportation brokers are 

used, what requirements are 

being used for the vetting of the 

carriers for your account?

5. Do they have specific guidelines to 

fully protect in-transit freight on 

the weekends, including dropped 

trailers and unattended loads? 

These are all very important issues 

when dealing with the loss of a load. 

Establishing prevention protocols and 

maintaining a visibility of the ship-

ment from origin to destination are 

the best policies. If these fail, history 

tells us that when a full-load theft 

occurs, you have a limited amount 

of time to recover the cargo. The 

equipment is usually recovered within 

a few days of the crime, but the 

cargo is a different story. Having the 

correct business partners operating 

with contractually defined security 

requirements can make all the differ-

ence when an incident occurs. If you 

received a call right now that a theft 

had occurred, would you be ready to 

act, and do you have all of the infor-

mation and resources you need to 

have a chance to recover? 
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 Leo Hopf is the author of Rethink, Reinvent, Reposition, which was named the 

book of the month by the Institute for Management Studies. He can be reached 

at leo@teamhopf.com. 

One of the most important decisions you can make as a leader is how you allocate your time and atten-

tion. And yet most leaders do not explicitly make this choice. Instead, they allow the demands of the 

day to drive their attention. They are always busy, but they are not always busy on the topics that add 

the most value to their organization.

 Creating A Leadership Agenda
Begin by creating a list of topics you could address in the coming months. Next, take a blank sheet of 

paper, and draw a line across the middle of it. Then go down your list one topic at a time, and place 

each topic either above or below the line on your paper. Placing a topic above the line means you are 

committed to spending time on it. You are doing so because you believe the topic truly matters and 

because you believe it is best dealt with at your level in the organization. Placing a topic below the line 

means the topic could be delegated, delayed, or not addressed at all. Placing it below the line does not 

mean it has no value. Instead, it is simply an acknowledgment that spending your time on this topic will 

have a lower return than spending it on a higher-value, above-the-line topic.

The value of the leadership agenda is that it provides clarity on how you should and should not spend 

your time. First, it produces a manageable number of above-the-line topics upon which you should 

focus. Second, and perhaps even more importantly, it identifies the many below-the-line topics upon 

which you should not spend your time and attention. Above-the-line topics get on your calendar; below-

the-line items don’t.

A leadership agenda provides a principled reason to say “no” when someone requests your time for a 

below-the-line topic. This puts you in control of your calendar and enables you to focus your time and 

attention on the small number of topics for which you can add the most value. 

Using A Leadership Agenda To Align Your Organization
Once you have drafted your leadership agenda, discuss it with your boss. Do they agree with your 

above-the-line priorities? Are there any below-the-line topics they think should be elevated? Once your 

boss is satisfied with it, share it with your subordinates. This enables them to understand your priorities 

and lets them know why you will be saying “no” to some of their requests for your time. Then have your 

subordinates create their own leadership agendas. As they do so, you can discuss with them which of 

your below-the-line topics should be above-the-line topics for them.

Cascading leadership agendas up and down in an organization lets everyone know where and by 

whom each topic will be addressed. This results in the organizational alignment and focus necessary to 

move quickly and effectively.

Building Organizational Focus

With A Leadership Agenda

By  Leo Hopf

To comment on this article, send an email to rob.wright@lifescienceconnect.com.
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