Cybersecurity:
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TOP INDUSTRY TARGETS
Retail
24% E-Commerce

6%
7%

Restaurant
3%

Hotels and Hospitality
8%

Internet Services
3%

Web Hosting
3%

Entertainment
3%

Video Games
7%

Software
10%

Source:Hackmageddon
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Causes/Type of Breaches (2010 — 2016)
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» $158 per comprofniséd record

© 2017 Enterprise Risk Management, Inc. http://securityaffairs.co/wordpress/24717/security/ponemon-data-breach-study.html



So you’'re telling

me that....

Compromised
Server

10,000x Stolen Records

@ $158 Cost Per record
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Industry Risks: Hotels




Cyber Attacks: Hotels |
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PCI DSS Compliance Levels

Level 3

Your Business Does:

< 20,000 eCommerce transactions per year

< 1 Million other transactions per year

>= 20,000 transactions per year

< 1 Million transactions per year

>= 1 Million transactions per year

< 6 Million transactions per year

6 Million transactions per year

Or more

You Need To Perform:

Annual Risk Assessment using SAQ

Quarterly PCI ASV Network Scans

Annual Risk Assessment using SAQ

Quarterly PCI ASV Network Scans

Annual Risk Assessment using SAQ

Quarterly PCI ASV Network Scans

Annual Internal PCI QSA Audit

Quarterly PCI ASV Network Scans
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Network Security

Data Protection

Vulnerability Management

Access Control

Monitoring and Testing

Security Policy



Network Security



Data Protection




Vulnerability G A A
Management




Access Control
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Network Security
Cloud Security

Internet of Things
Policies and Procedures
BYOD Considerations
Patches and Updates

Network Segmentation
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Phishing

Password Attacks

Denial of Service Attacks
MITM Attacks

Drive-by Downloads

Malvertising
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