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MANAGED OR DIY BACKUP -
TALK TO YOUR CUSTOMERS
ABOUT OPTIONS

Many businesses rely on partner companies to assist
them with their technology needs. This relationship
helps the business focus on what they do best and
on what they understand, without the need to build
an internal IT organization to support all of their tech-
nical needs. It’s true that even the smallest businesses
might have an IT department of one or two people to
help keep things operating for their co-workers, but
doing more with less has become the norm for com-
panies of all sizes.

Being able to rely on a managed service provider
(MSP) for some or all of the services needed to
ensure that the systems are up and running is awe-
some, but what about the features or tasks nobody
wants to talk about? Backup and recovery fall in
this category for many organizations. Many do what
they can to backup information, but that is only part
of the story and a great backup solution isn’t worth
much money if the things being backed up are not
there when they are needed. This is an area where
the managed service provider can be a greater ally to
their customers. This paper will outline how man-
aged backups can help your organization solve one
of the problems that is scariest (or certainly should
be) for your customers.

As a managed services provider, monitoring and
managing your customers’ environments is all part of
a day’s work. However, even though your customers
realize the need for outsourced monitoring and man-
agement, they may still look at backup as a DIY task.
According to a recent survey (Spiceworks.com, 2012),
the top three things that prevent SMBs from achieving
success with backup and disaster recovery are:

e Tight budgets
e | ack of IT expertise
e Constantly changing technology and solutions

Another study (Mays, 2013) found that only 38 percent
of surveyed SMBs had a formal disaster recovery plan
in place. 72 percent said that they back up their data
on-site only, which has its own inherent dangers.

Since backup may be something your customers
are still doing on premise (and on their own) there is
definitely an opportunity to help your customers at
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the same time you are building your business. Or-
ganizations are made of data, and data loss—at any
level—can be a business impacting event. Moving this
very important task to the MSP removes the stress of
managing these items from the customer organization
and ensures backups get done in a timely, consistent,
and restorable manner.

| am sure that almost every organization that uses

a computer will tell you that they backup their data.
But data loss is more common than you might think.
A 2011 Carbonite survey (Carbonite.com, 2011)
found some facts concerning data loss that my
surprise you:

e 48% of small businesses in the US between 2
and 20 employees have experienced data loss
(up from 42% in 2010)

e Top causes for data loss include hardware/software
failure (54 percent), accidental deletion (54 percent),
viruses (33 percent), and theft (10 percent)

e Thirty one percent of small business owners con-
sider backing up company data to be a hassle

Discussing the Benefits of Managed Backup with
Your Customers

With backup, the inclination is to talk about doom,
gloom, and disaster recovery. There is a lot of data to
support the necessity of a plan and solution, and it’s
clear that not every event requiring a data restore fea-
tures thunder and lightning, or other weather related
incidents. According to a 2011 Aberdeen study, only
5% of small & 9% of mid-sized business reported
data loss from a natural disaster. (Aberdeen Group,
2011)

But data loss could be triggered by a number of
things:

e Server failures/hardware failures

e Employee oversight/human error/accidental
deletions

e Power outages
e Viruses

Disgruntled employees

Natural disasters
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WHAT TO LOOK FOR IN
MANAGED BACKUP

Managed backup provides a way for you to
seamlessly protect your customers’ valuable
data. A good managed backup solution will
offer:

¢ Set it and forget it — with managed backup,
you and your customers shouldn’t have to be
involved in the process. Backups should be
made and stored automatically.

Always ready — backups should be focused
on restoring data and any associated sys-
tems as quickly as possible. The goal is to
minimize downtime and lost productivity.

Choose your own restore —you should be
able to restore a single file or recover an en-
tire system to new hardware.

Incremental backups — by only storing what
has changed since the last backup, time and
storage are significantly reduced.

Snapshot frequency — depending on the
solution and configuration you implement,
snapshots can be as frequent as needed. A
typical snapshot time is every 10-15 minutes
which reduces potential lost data consider-
ably.

A data recovery plan—helping your custom-
ers build a plan for disaster recovery will
ensure both organizations are on the same
page to ensure backups are happening as
needed and recovery can be accomplished
with minimal interruptions and downtime

And, we’ve probably all seen the scary statistics
about what happen to businesses after a data loss:

* 90% of businesses losing data from a disaster
are forced to shut down within two years.
(StorageCraft, 2012)

e The survival rate for companies without a disaster

recovery plan is less than 10%. (StorageCraft, 2012)

e Only 44% [of businesses] successfully recovered
information after a recent data recovery event.
(Zerto, 2011)
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e 53% of claimants never recoup the losses in-
curred by a disaster. (Disaster Recovery Solutions
UK, 2012)

Giving your customer information like this may elicit
a “wow, | better do something quick” response or a
“I hear you, but | still don’t think that will happen to
me.”

However, there is a positive spin as well. Consider the
growing law firm. If the data and required backups are
increasing in line with all of the work being done by the
company, related time spent doing backup tasks will
increase as well. This would require more work, more
storage, and possibly even more resources (if staff is
already stretched thin).

If this office had been working with a managed
scenario, the new growth could be added to the
managed workloads and the backups would happen
seamlessly, with no additional logistics. This would
free up the staff to work on more pressing issues.

Another scenario to consider is time and ease of
recovery. If the organization’s data is kept only onsite
and the site is struck by a disaster, the information
may be lost. Moving tapes offsite is better than
nothing at all, but there are many steps required to
get these backups rolling again. Making sure all the
right tapes are available and not corrupt can be a
herculean task when the pressure of recovery is on.
A managed backup solution keeps the data ready
to recover to a new location and new hardware very
quickly should the need arise.

If a recovery event occurs, will your customer have
everything they need? Remember that backups are
only as good as the restore. Having a backup file of
the boss’s “My Documents” folder is great, but if you
cannot recover the entire machine (including apps,
images, and even music), there may be some very
uneasy discussions to be had. A good managed
backup solution gives you the option of file or bare
metal recovery. Plus, you’ll want that recovered data
to be current. If you restore a machine with data that
is a week old - that is not a boon to productivity.

And of course, don’t forget ROI. If downtime costs a
company X and a recovery event creates downtime
for Y, then ROl is pretty easy to estimate. Even lost
productivity — some portion of X — has real financial
impact.
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The sampling above should shed some light on the
importance not only of backup, but also of recovery
and speed, which are the ultimate goals. Recovery
is much easier when planning and documentation
happen at the outset. Helping a customer define a
backup plan could be the best thing an MSP does
for them. Sure it takes work, but should it ever be
needed, a plan will define what is where, what gets
restored first, and who does what in order to mini-
mize downtime and get your customer’s business
back on track.

What managed backup is not - or what is not
managed backup

Your customers may claim to have a backup process
because they store critical data in the cloud. How-
ever, we all know that storing files and folders in a
public cloud service like Microsoft OneDrive or S3
or Dropbox in and of itself is not the same as hav-
ing a managed backup. Sure the data has gone off
to reside in a faraway place, but people still need to
put the information out there and have practices in
place to ensure things get updated consistently (and
can come back when needed). It’s easy to show the
benefits of a true backup solution (see sidebar).
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For more information on N-able Technologies and our Managed Cloud solution for MSPs visit
www.n-able.com.

ABOUT N-ABLE TECHNOLOGIES

N-able Technologies by SolarWinds is the global leading provider of complete IT management, Automation,
and MSP business transformation solutions. N-able’s award-winning N-central® is the industry’s #1 RMM

and MSP Service Automation Platform. N-able has a proven track record of helping MSPs standardize and
automate the setup and delivery of IT services in order to achieve true scalability. N-central is backed by the
most comprehensive business enablement support services available today and the industry’s only Freemium
licensing model. Thousands of MSPs use N-able solutions to deliver scalable, flexible, profitable managed
services to over 100,000 SMBs worldwide. With offices in North America, the Netherlands and Australia,
N-able is 100% channel-friendly and maintains strategic partnerships with Microsoft, Intel, IBM, CA, and
Cisco among others.

COPYRIGHT

Copyright © 2014 N-able Technologies.

All rights reserved. This document contains information intended for the exclusive use of N-able

Technologies’ personnel, partners and potential partners. The information herein is restricted in use and is
strictly confidential and subject to change without notice. No part of this document may be altered, reproduced,
or transmitted in any form or by any means, electronic or mechanical, for any purpose, without the express writ-
ten permission of N-able Technologies.

Copyright protection includes, but is not limited to, program code, program documentation, and material gen-
erated from the software product displayed on the screen, such as graphics, icons, screen displays, screen
layouts, and buttons.

N-able Technologies, N-central and Monitor Manage Optimize are trademarks or registered trademarks of N-able
Technologies International Inc., licensed for use by N-able Technologies, Inc. All other names and trademarks are
the property of their respective holders.
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